
“ KNOWLEDGE LIBRARIAN”  
AN INTERNATIONAL PEER REVIEWED BILINGUAL E-JOURNAL OF LIBRARY AND INFORMATION SCIENCE 

Volume: 02, Issue: 04, July –August  2015       eISSN NO. 2394-2479 
 Impact Factor (IIFS) - 0.331  

www.klibjlis.com                                                                                                                                          Page | 57  
 

 

 

 

ETHICS IN LIS: AN OVERVIEW 

 
Saikat Soren 

Librarian. 
Ramnagar College 

Depal. Purba Medinipur 
West Bengal, India. 

 

 

Abstract 

Ethics discusses men’s habits and customs, or in other words their characters, the 

principles on which they habitually act, and considers what it is that constitutes the rightness 

or wrongness of those principles, the good or evil of those habits. Ethics are professional 

standards of conduct. Ethics are in question in situations where there is conflict of interests. 

The present paper studies ethics from different perspectives and tries to analyze it in an 

electronic environment and discusses important Acts to protect misuse of information. 
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Introduction 

Ethics may be defined as the study of what is right or good in conduct. It is the general 

theory of conduct and considers the actions of human beings with reference to their rightness 
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or wrongness, their tendency to good or to evil. Ethics deals with personal conduct and moral 

duty and concerns human relations with respect to right and wrong. Ethics concerns morals 

and philosophy; it is not confined to legal status. In Webster’s Ninth New Collegiate 

Dictionary, ethics is defined as “the discipline dealing with what is good and bad and with 

moral duty and obligation”. There are three types of moral theories in normative ethics. First, 

the utilitarian theory suggests that plans and actions should be evaluated by their 

consequences. The underlying idea is that plans or actions should produce the greatest good 

for the greatest number of people. Second, the theory based on rights hold that all people 

have basic rights. Third, the theory of justice demands that decisions makers be guided by 

fairness and equity, as well as impartiality. 

Herbert Spencer’s view of Ethics 

Herbert Spencer in his book “The Principle of Ethics” states that the continuous 

adjustment of internal relations to external relations i.e. the constant effort of an organism to 

adapt itself to its environment. All conduct tends either to promote or to hinder such 

adaptation. In so far as it tends to promote it, it is good: in so far as it tends to hinder it, it is 

bad. Good conduct produces pleasure, because it brings the organism into harmony with its 

surroundings. Bad conduct produces pain. Nearly all conduct is partly good and partly bad. 

Perfectly good conduct would be that which produces only pleasure with no accompanying 
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pain. But conduct is relatively good when it tends on the whole to produce a surplus of 

pleasure over pain. 

Hegel’s view of Ethics  

Hegel’s general point of view was idealistic. He conceived of the universe as a 

spiritual evolution, culminating in the life of man; and the end at which man aims is the 

fullest realization of his spiritual nature. Human history is to be interpreted as a gradual 

process upwards towards the realization of the truest and most perfect form of self-

consciousness.  

 

Green’s view of Ethics  

Green’s doctrine is stated in his great work entitled prolegomena to Ethics, one of the 

most considerable contributions to ethical thought that were made in England in the last 

century. Green taught that the essential element in the nature of man is the rational or 

spiritual principle within him. Man has appetites as animals have and like them, he has 

sensations and mental images; but these and everything else in man’s nature, are modified by 

the fact that he has reason. His appetites are not mere appetites: his sensations are not mere 

sensations. In his appetites there is always more or less explicitly present the consciousness 

of an end, i.e. They are desires and not mere appetites. In his sensations there is always more 

or less explicitly present the element of knowledge, i.e. they are perceptions and not mere 
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sensations. This is due to the fact that man is rational, self-conscious and spiritual. This is the 

essential fact with regard to man’s nature. 

Green points out indeed that even in animal life and even in inanimate nature, we must 

assume the presence of a rational principle-just as Spencer points that even in animal life 

there is present the principle of adjustment. But in nature the presence of this principle is 

implicit. We must believe that it is there, but it is concealed or imperfectly manifested. In 

man it is explicit and the significance of the moral life consists in the constant endeavor to 

make this principle more and more explicit to bring out more and more completely our 

rational, self-conscious, spiritual nature. 

Code of Ethics   

A code is a statement of policies, principles, or rules that guide behavior. Certainly 

code of ethics does not apply only to business enterprises; they should guide the behavior of 

persons in all organizations and in everyday life. For ethical code to be effective, provisions 

must be made for their enforcement. Unethical managers should be held responsible for their 

actions. This means that privileges and benefits should be withdrawn and sanctions should be 

applied. Although the enforcement of ethical codes may not be easy, the mere existence of 

such codes can increase ethical behavior by clarifying expectations. On the other hand, one 

should not expect ethical codes to solve all problems. In fact, they can create a false sense of 
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security. Effective code enforcement requires consistent ethical behavior and support from 

top management. 

The ALA approved a “Statement on Professional Ethics” in 1975 and a “Librarian 

code of Ethics” in 1981. Both the usual concerns of librarians and some pressing issues of 

the times which they were written and reflected by statements such as the following: 

Librarians must resist all efforts by group or individuals to censor library materials. 

Librarians must protect the essential confidential relationship that exists between library user 

and the library. 

Librarians must adhere to the principles of due process and equality of opportunity in 

peer relationship and personal actions.  

 

Relation of Librarian to his Profession 

Librarian should recognize librarianship as an educational profession and realize that 

the growing effectiveness of their service is dependent on their own development. 

In view of the importance of ability and personality traits in library work, a librarian should 

encourage those persons with suitable aptitudes to enter the library profession and should 

discourage the continuance in service of the unfit. 
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Recommendations should be confidential and should be fair to the candidate and the 

prospective employer by presenting an unbiased statement of strong and weak points. 

Librarians should have a sincere belief and a critical interest in the library profession. 

They should endeavor to achieve and maintain adequate salaries and proper working 

conditions. 

Formal appraisal of the policies or practices of another library should be given only 

upon the invitation of that library’s governing authority or chief librarian. 

Librarians, in recognizing the essential unity of their profession, should have 

membership in library organizations and should be ready to attend and participate in library 

meetings and conferences. 

The current age is the age of information. A nation is rich because it is information 

rich. Information or knowledge contributes to the generation of wealth and possession of 

information is key factor to remain competitive at present times. Tremendous development 

in technology after the World War II has made possible accelerated rate of research which in 

turn has resulted in generation of huge amount of information. Emergence of computers in 

1940s and arrival of Internet in 1994 has changed the way information is stored and 

processed for forever. 

With the advancement of information technology, it is essential to understand information 

retrieval ethics regarding security and copyright of data. Strategies should be developed to 
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protect data from being used illegally in this cyberspace. Here are some questions that need 

to be addressed. 

What information about individual can be revealed to others? 

What information about individuals should be kept in databases, and how secure is the 

information in the computer systems? 

How should one handle data piracy on the computer networks? 

Who is allowed to access the data and information? 

How can safeguards be introduced to ensure that the information can be accessed only by 

the right person or organizations?                                 

Impacts of IT (Information Technology) can be seen in every aspect of our life be it in 

commerce, education, industry or entertainment. Though IT has numerous advantages it has 

also some problems or negatives. It faces problems related to ethics and contains in general 

three types of ethical issues: 

Personal privacy 

Access right 

Harmful actions 

In case of personal privacy there is increased risk of disclosing information and violating 

the privacy of any individuals or groups due to widespread dissemination of information. As 
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data is exchanged in a large scale from anybody, or any locations or parts of the world, it is 

our challenge and responsibility to maintain privacy and integrity of data regarding 

individuals. It also encompasses taking precautions to ensure the accuracy of data, as well as 

protecting it from unauthorized access or accidental disclosure of inappropriate individuals. 

Second is the aspect of ethical issues in computing systems is access right. Due to the 

success of international commerce on the internet the issue of computer security and access 

right has gained high significance. The interest has been heightened by computer break-ins at 

places like Alamos National Laboratories and NASA in the US. Without adequate security 

policies and strategies, network connections on the internet cannot be made secure from 

illegal accesses. 

Thirdly harmful ethics in computer ethics means injury or negative consequences, such 

as undesirable loss of information, loss of property, property damage or unwanted 

environmental impacts. This principle prohibits use of computing technology in ways that 

result in harm to any of users, the general public, employees, and employers. Harmful action 

include international distribution or modification of files and programs leading to serious 

loss of resources or unnecessary expenditure of human resources such as the time and effort 

required to purge systems from “computer viruses”. 

Hacking 
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There are some intruders who want to get a free access into someone else’s computer 

illegally is referred to as hackers. Those engaged in this activity with harmful intentions are 

called ‘Crackers’. Professional hackers are persons having knowledge of multiple 

programming languages and are experts in the subject. They are capable of developing their  

own cracking methods. But hacking by itself is not a crime. It is not considered crime in 

many countries. Sometimes an employee may act as a hacker by breaking into the computer 

system of the organization to prove the loopholes in the organization. Intelligence agency of 

a country usually has an eye on other country’s government websites for security reasons. 

Though hacking done for evil purpose can cause havoc in the society by breaking into the 

computer systems of private enterprises, financial institutions, and government agencies 

thereby breaking the very backbone of the society. 

Nowadays with immensely growing internet a mathematical technique called 

encryption is used to scramble, encode a message into an unreadable format. The recipient of 

the message decrypts, or decodes, the data using a key that converts it back into a readable 

form. Such encryption is widely used in online banking transactions, stock trading. Online 

shopping, in ATMs, in point of scale machines, and in electronic business  to business 

transaction. Data can be encrypted in a number forms: web information transmission, e-

mails, files, transactions etc. 
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Another data protection that is specific for e-mail messages is called “digital ID”. As 

more people send confidential information by e-mail, it is increasingly important to be sure 

that documents sent in e-mail are not forged, and to be certain the messages sent cannot be 

intercepted and read by anyone other than the intended recipient. Bt using “digital IDs” in  

MS Outlook Express, senders can prove their identity in electronic transactions in a 

way similar to showing drivers license when people cash a check. 

Similar to encryption technique, digital ID is composed of a “public Key”, a “private key”, 

and a “digital signature”. When somebody digitally signs messages, he/she is adding digital 

signature and public key to the message. The combination of a digital signature and public 

key is called a “certificate”. With Outlook Express, senders can specify a certificate be used 

by others to send encrypted messages to recipient. For secure data transmission on the 

internet, both Secure Sockets Layer (SSL) and digital ID are commonly used to identify the 

legitimate identity of senders and receivers. Both techniques allow people to send/receive 

data in privacy, so that nobody on the internet is able to do eavesdropping. Furthermore, they 

can also be used to prevent any modification of transaction or message on the computer 

networks (Internet). 

Another protection method against computer crimes is called firewalls. Internet 

firewalls is essentially one or more systems that control access between computer networks. 

In this regard, the internet is nothing more than a collection of very large networks that need 
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to be isolated from one another. The firewall serves two basic purposes: it controls access to 

the network from outside users, and it also controls the transfer of information from the 

inside network to outside world (Internet).  The firewall creates an access control policy for 

the organization.  

 

Intellectual Property Right (IPR) 

Intellectual Property is a “product of mind”. It is similar to any property consisting of 

movable or immovable things where in the proprietor may use his property as he/she wishes 

and nobody else can lawfully use his property without his/her permission. It refers to the 

broad collection of innovations relating to such subjects as works of authorship, inventions, 

trademarks, designs and trade secrets. Its two branches are a) industrial property- covering 

inventions, trademarks, industrial design and protection against unfair competition, including 

protection of trade secrets; and b) copyrights-which concern literary, musical, artistic, 

photographic, and cinematographic works. Here we are only concerned with the protection 

of copyrights. 

The convention establishing the WIPO (World Intellectual Property Organization) in 

1967, one of the specialized agencies of the United Nations, provided that intellectual 

property shall include, ‘right relating to: 

Literary, artistic and scientific work. 
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Performance of performing artists, phonograms and broadcast. 

Intentions in all field of human endeavor. 

Scientific discoveries. 

Industrial designs. 

Trademark, service mark and commercial names and designations. 

 

Protection  against unfair competition and all other rights resulting from intellectual activity 

in the industrial, scientific, literary or artistic field.’ 

The areas mentioned as literary, artistic and scientific works belong to the copyright 

branch of intellectual property. The right of the owner of copyright to prevent others from 

making copies of his work is the most basic right under copyright. For example, the making 

of copies of a protected work is the act performed by a publisher who wishes to distribute 

copies of a text based work to the public, whether in the form of printed copies or digital 

media such as CD-ROMs. 
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Moral Rights 

The Berne Convention requires member countries to grant to authorities: 

The right to claim authorship of the work; 

The right to object to any distortion, mutilation or other modification of, or other 

derogatory action in relation to, the work which would be prejudicial to the author’s 

honor or reputation. 

These rights, which are generally known as the moral rights of authors, are required to be 

independent of the usual economic rights and to remain with the author even after he has 

transferred his economic rights. 

Few Acts to protect misuse of information: 

Data Protection Act 1984 

This Act regulates the use of automatically processed information relating to individuals and 

the provision of services in respect of such information. Here “Data” means information 

recorded in a form in which expressions, it can be processed by equipment operating 

automatically in response to instructions given for that purpose. Eighth principle of the act 

says that any individual holding any personal data must ensure that the data is well 

controlled and secure against any unauthorized access to, alteration, disclosure or 
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destruction. This act applies only for automatically processed data and not for data processed 

manually. 

Data Protection Act 1998 

The Data Protection Act 1988 has now been replaced by the Data Protection Act 1998, 

which is based on the European Data Protection Directive. The 1998 Act applies to both 

manual and computerized personal files and requires transparency in the use of information 

and emphasizes the need for privacy and access by individuals. There are eight principles put 

in place by the Data Protection Act 1998 to make sure that individual’s information is 

handled properly. These principles require that personal data shall: 

Be fairly and lawfully processed. 

Be processed for limited purposes. 

Be adequate, relevant and not excessive. 

Be accurate and kept for longer than is necessary. 

Be processed in accordance with data subject’s rights. 

Be kept secure. 

Not be transferred to countries without adequate protection. 

Under the terms of the new act, processing of data includes any activity to do with the 

data involved. Individuals having access to personal data should ensure that such information 
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is not disclosed to any unauthorized persons. In the case of sensitive personal data which 

includes information about racial or ethnic origins; political beliefs; religious or other beliefs; 

trade union membership; health; sex life; criminal allegations, proceedings or convictions, 

there are additional restrictions and explicit consent will normally be required.  

The Computer Misuse Act 1990 

This act deals with acts as hacking, virus etc that have unfortunately accompanied the 

development of modern computer technology. With the rapid growth in the use of computers 

in government offices, banks and business enterprises apart from scientific, industrial and 

defense establishments, the question relating to adequacy of existing criminal law to 

effectively deal with computer related crime has assumed greater urgency. Computer related 

crimes either use the computers as instruments in commission of crimes or target the 

computers themselves for misuse. Some of the crimes such as physical theft of computer 

hardware or theft of software recorded on a physical media like a floppy disk can be dealt 

with under existing penal provisions. The copyright Act, 1957 has since been amended to 

define computer and computer programme. The recent amendments have also redefined 

“literary work’ to involve computer programmes and computer databases. As such under the 

amended copyright law in India, piracy of software and databases infringing copyright can 

also be taken care of. But one cannot be certain that stretching the existing provisions of the 

penal law in force, such as the Indian Penal code, to cover many other kinds of mischief 
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associated with unauthorized access to computers and modification of data, etc may always 

succeed. For example one can bring a charge of damage to property if data on a disk is 

irretrievably erased, but a question can always be raised that there is no physical damage to 

the disk or that the damage is intangible. The penal law as it exists predates the advent of 

computers and it must change to keep pace with technology and provide for a direct 

provision that will apply to computer misuse. 

The Copyright Design and Patents Act 1988  

This act deals with issue of copyright in software and web document. Any article or 

document can be downloaded from internet by potential user if he has got that type of 

permission from concerned authority. 

Copyright and copyright works  

Copyright is a proprietary right which subsists in accordance with this part in the following 

descriptions of work. 

Original literary, dramatic, musical or artistic works. 

Sound recordings, films and 

Typographical arrangement of published editions. 

The threat of information security is expected to continue to grow as networking provides 

greater opportunities for unauthorized access. In spite of that we have the concept of global 
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access to computer system. Spread of communication has made world a ‘global village’. But 

it is difficult for anybody to be assured that path of communication and obtaining of data is 

secured. There are different types of threat during exchange of information or information 

system. The ones that are intentional and premeditated are initiated with the intention of 

corrupting and causing serious damages such as espionage, fraud, mischief and sabotage.  

The persons causing damage intentionally by breaking computer systems can be punished 

by legal action if they were caught hand in hand. But there are some other case we have to 

think over it. Person employed in an organization who is forced to break into information 

system of similar related organization by his employer or the case may be employee of 

intelligence agency of one country is bound to carry on electronic surveillance for sake of his 

own country. Both are doing just their duty. It is in general practice in case of any 

organization or any country in present day. The question is that can we blame them for doing 

their job? Where do we place them in sense of morality? Another case is a student can write 

his teacher’s note following line by line in examination paper. Can his teacher blame him for 

breaking copyright act? 

Ethics itself is very virtual concept. What is unethical in one situation can be ethical in 

other situation. Ethics in any case (also in case of information) deal with some moral issues. 

It cannot be established by imposing some rules and regulations. Misuse of information can 

be controlled by some legal issues and act but ethics is inner perception of individuals or 
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organizations or society. Ethics varies from man to man and from civilizations to 

civilization. Ethics of information may refer to that we need to adopt some standardized 

approach while dealing with any issue relating to information collection, exchange and 

dissemination. 

Conclusion 

Ethics deal with some moral issues. It cannot be imposed by only rules and 

regulations. Misuse of information can be controlled by some legal rules and acts but ethics 

are inner perception of individual organizations and society. Meaning of ethics is different to 

different individuals and society. So any notion about ethics is very confusing. Therefore a 

standardized approach is needed while dealing with an issue relating to information 

collection, exchange and dissemination. 
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